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ABSTRACT: A P2P network can be an ad hoc connection- a couple of computers connected via a Universal Serial 

Bus to transfer files. And these networks are vulnerable to peers. The traditional security techniques are insufficient for 

P2P networks as they are insecure by their very nature. There’s no centralized server controlling access to shared 

resources in a P2P network which have unique challenges including identity management of the peers, secure 

reputation data management, Sybil attacks, and above all, availability of reputation data. The future actions are 

predicted where peers are encapsulated in its digital reputation, based on the past behaviour of the peer.Thus a peer’s 

reputation allows it to cooperate and prevent from malicious activities. The cryptographic protocol is coupled with self-

certification and cryptographic mechanisms for identity management and countering Sybil attack. 
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I. INTRODUCTION 

PEER-TO-PEER (P2P) networks are self-configuring networks with minimal or no central control. P2P 

networks are more vulnerable to dissemination of malicious or spurious content, malicious code, viruses, worms, and 

trojans than the traditional client-server networks, due to their unregulated and unmanaged nature. For example, the 

infamous VBS. Gnutella worm that infected the Gnutella network, stored  trojans  in the host machine.  

The peers in the P2P network have to be discouraged from leeching on the network .The traditional 

mechanisms for generating trust and protecting client-server networks cannot be used for pure1 P2P networks. This is 

because the trusted central authority used in the traditional client-server networks is absent in P2P networks. 

Introduction of a central trusted authority like a Certificate Authority (CA) can reduce the difficulty of securing P2P 

networks. The major disadvantage of the centralized approach is, if the central authority turns malicious, the network 

will become vulnerable. In the absence of any central authority, repository, or global information, there is no silver 

bullet for securing P2P networks. 

The Reputation Systems for P2P networks—a more ambitious approach to protect the P2P network without 

using any central component, and thereby harnessing the full benefits of the P2P network. The reputations of the peers 

are used to determine whether a peer is a malicious peer or a good peer. Once detected, the malicious peers are 

ostracized from the  network as the good peers do not perform any transactions with the malicious peers. Expulsion of 

malicious peers from the network significantly reduces the volume of malicious activities. 

The experiments show that the proposed reputation infrastructure not only reduces the percentage of malicious 

transactions in the network, but also generates significantly less network traffic as compared to other reputation-based 

security solutions for P2P networks.  

The main contributions  are: 

1. A self-certification-based identity system protected by cryptographically blind identity mechanisms. 

2. A light weight and simple reputation model. 

3. An attack resistant cryptographic protocol for generation of authentic global reputation information of a peer 

II. RELATED WORK 

In [1] the author states that a system where peers work only for selfish interests while breaking the rules decays to      

death. Any reputation system is vulnerable to ballot stuffing and bad mouthing as described in [10]. In a centralized 

system, a trusted authority would have issued these identity certificates. In a decentralized reputation system, self-

certification [12] splits the trusted entity among the peers and enables them to generate their own identities. Each peer 

runs its own CA that issues the identity certificate(s) to the peer. All the certificates used in self certification are similar 
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to SDSI certificates [5]. The reputation of a peer is associated with its identity and the reputation of a CA is the 

accumulated reputation of the identities. There is a big body of work in Decision Theory, Game Theory, and 

Probability [14], [15], [16] which can be used for selecting appropriate values of the definition of function F() 

depending on the levels of the threat faced by the peers in the P2P network.  

III. REPUTATION SYSTEM 

A Gnutella-like network, has a power-law topology and supports Insert and Search methods. The peers follow 

predefined Join & Leave protocols. The peers are connected with insecure communication channels. As the peers are 

likely to have conflicting interests, a source of motivation is needed to reduce the number of  leechers. Leechers are 

peers who derive benefit from the system without contributing to the system. The rogue peers can also spread malware 

in the network (when other peers download content from them). Finally, peers need a mechanism to judge the quality 

of the content before making Go/No-Go decision in transactions and thereby develop trust relationships with other 

peers. 

A perfect reputation system can provide the means to achieve the above goals. An imperfect reputation system 

by itself generates vulnerabilities that can be exploited by attackers. Peers need to have a unique handle to which their 

reputations can be attached. In the absence of any trusted central agency, an attacker can gather infinite identities and 

start issuing recommendations to itself. A peer might modify the reputation data stored in the network to maliciously 

raise its own reputation. Finally, there are other vulnerabilities that come in the picture depending on how a given 

reputation system is designed. 

IV. SELF-CERTIFICATION  

In order to participate in the reputation system, a peer needs to have a handle. The reputation of a peer is 

associated with its handle. This handle is commonly termed as the “identity” of the peer even though it may not 

“identify” a peer, i.e., it may not lead to the real-life identity of the peer. A peer receives a recommendation for each 

transaction performed by it, and all of its recommendations are accumulated together for calculation of the reputation of 

a given peer. The reputation of a peer is associated with its identity and the reputation of a CA is the accumulated 

reputation of the identities. 

A malicious peer can use self-certification to generate a large number of identities and thereby raise the 

reputation of one of its identities by performing false transactions with other identities. The malicious peer does not 

even need to collude with other distinct peers to raise its reputation, but only needs to generate a set of identities for 

itself. Such a large set of identities managed by one peer is called an identity farm. The set of identities that issue false 

recommendations is called a liar farm. This attack belongs to the class of attacks termed Sybil attacks. In simple words, 

a peer having an identity farm is equally capable of subverting a reputation system as a peer that has colluded with a 

large number of other peers. 

             In self-certification, each peer’s CA can generate multiple identities. The recommendations received for a 

peer’s identity from different identities of other peers, signed by the other peer’s CA(s), are identified as signed by the 

same CA, and are averaged to counter the liar farms. In a transaction, the requester averages all the recommendations 

of the provider by CAs of the provider’s past recommenders. Hence, all the past recommendations owned by the 

provider carry equal weight but they get averaged. Finally, it adds the averages of each CA to calculate the reputation 

of the provider identity. Hence, a peer cannot use its own identities (all generated by the same CA) to recommend its 

other identities. 

Unlike the traditional CA or distributed CA-based approaches, grouping of peers preserves the anonymity of 

the peers; when combined with self-certification it curtails the possibility of a Sybil attack. In contrast to the traditional 

CA-based approach, neither the group authority nor the transacting peers can establish the identity of the peer. In 

addition, certificate revocations are not needed in the group-based approach as the group authority only vouches for the 

real-life existence of the peer, unlike the traditional certificate-based approaches where various certificate attributes are 

attested by the authority and necessitate revocation if any of those attributes mutate in time. If a highly reputed identity 

is compromised, its misuse would be self-destructive as its reputation will go down if misused. 
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V. REPUTATION MODEL 

 

Once a peer has obtained its identity, it joins the P2P network using the standard Join method of the particular P2P 

network. The peer (requester) searches for one or more files using the Search method provided by the network. On the 

basis of the responses received, as a result of its search request, the requester generates a list of peers who have the 

requested file(s). The number of peers who offer a particular file is denoted by RANGE. The requester selects the peer 

(provider) with the highest reputation from the list and initiates the cryptographic protocol. In the protocol, the 

requester uses the Download method of the network, to download the file from the provider. Subsequently, it verifies 

the integrity, authenticity, and the quality of the file. Depending on its verification results, it sends a recommendation 

between MIN_RECOMMENDATION and MAX_RECOMMENDATION to the provider.  

 

The proposed reputation model is independent of the topology of the P2P network, addressing schemes for its 

nodes, bootstrap mechanisms, joining and leaving protocols of peers, and the name service. In other words, the choice 

of any of these components has no impact on the reputation model and vice versa.  
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Fig.1. Variation in total number of malicious transactions.  

(a) Number of peers versus malicious transactions d =3.  
(b) Mean rank difference Versus number of connections  

(c) Mean rank difference versus number of transactions. 
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VI. REPUTATION EXCHANGE PROTOCOL  

 

The steps in the reputation exchange protocol are as follows: 

Step 1: RP: RTS & IDR  

The requester sends a REQUEST FOR TRANSACTION (RTS) and its own IDENTITY CERTIFICATE (IDR) to the 

provider.  

Step 2: PR : IDP & TID & EPK2 (H(TID RTS)) 

The provider sends its own IDENTITY CERTIFICATE (IDP), the CURRENT TRANSACTION ID (TID) and the 

signed TID, EPK2 (H(TID    RTS)). The signed TID is needed to ensure that the provider does not use the same 

transaction id again. In the end of the protocol, this signed TID is signed by the requester also and stored into the 

network where it will be accessible to other peers. 

Step 3: R : LTID =Max (Search (PK1  TID)) 

  The requester obtains the value of the LAST TRANSACTION ID (LTID) that was used by the provider, from 

the network. The requester concatenates the public key of the provider with the string TID and performs the search.  

Step 4: R : IF(LTID ≥ TID) GO TO Step 12 

Hence, it is trying to get another recommendation for the same transaction number (TID). The requester 

suspects foul play and jumps to Step 12. 

Step 5: RP: Past Recommendation Request & r 

If the check in Step 4 succeeds, i.e., the requester is sure that the provider is not using the same transaction 

number, it requests the provider for its previous recommendations 

Step 6: PR: CHAIN, EPK2 (CHAIN) 

CHAIN =({RECN-1 EZN-1K2 (H(RECN-1)} {RECN-2 EZN-2K2(H(RECN-2;RECN-1)} {RECN-3 EZN-3K2 (H(RECN-

3;RECN-2)}  . . . . {RECN-4 EZN-4K2(H(RECN-r;RECN-r-1)}) 

The provider sends its past recommendations (RECN-1;RECN-2 . . .RECN-3) which were provided by peers (ZN-

1; ZN-2; . . .ZN-3).  

Step 7: R : Result =Verify(RECN-1;RECN-2 . . .RECN-r) If Result != Verified GO TO STEP 12 

The requester verifies the CHAIN by simple public key cryptography.  

Step 8: PR : File or Service 

The provider provides the service or the file as per the requirement mentioned during the search performed for 

the providers. 

Step 9: 

R P : B1 = EBKa(REC  TID ERK2(H(REC, TID)}) 

Once the requester has received a service, it generates a BLINDING KEY, Ka. The requester concatenates the 

RECOMMENDATION (REC) and the TRANSACTION ID (TID) it had received in Step 2 and signs it.  

Step 10:  a. PR : B1 EPK2 {H(B1); nonce),nonce 

  b. RP : Ka 

The requester verifies the signature and then sends the blinding key Ka to the provider which can unblind the 

string received in Step 10a and checks its recommendation. 

Step 11: Insert(IDR, {REC  TID  ERK2 {H(REC)  H(TID)}}) 

The requester signs: the recommendation that was given to the provider (REC), the transaction id (TID), and 

its own identity certificate and stores it in the network using the Insert method of the P2P network. This completes the 

transaction. 

Step 12: Step 12 explains the steps a requester executes when it expects foul play: 

ABORT PROTOCOL 

 R: Insert(IDR, {CHAIN TID  ERK2{H(CHAIN)  H(TID)}}) 

If the verification in Step 7 fails, the requester takes the CHAIN that was signed by the provider and the Transaction Id 

(TID), signs it and uses the INSERT method of the network to insert the chain and its own identity certificate into the 

network. As a result, any subsequent requester 

will be able to see failed verification attempt and will assume a MIN RECOMMENDATION recommendation for that 

TID for the provider. The requester cannot insert fake recommendations into the network because it has to include the 
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TID signed by the provider. If the requester reaches Step 12 from Step 4. It will request for the Chain from the Provider 

and subsequently will perform R : Insert(IDR;,{CHAIN  TID  EN_RK2{H(TID  RTS))}}).. 

VII. CONCLUSION  

The self-certification-based identity generation mechanism reduces the threat of liar farms by binding the 

network identity of a peer to his real-life identity while still providing him anonymity. The Identity mechanism is based 

on the fundamental that the ranks of the peers are more relevant than the absolute value of their reputation. The cost of 

this security is the difference in the ranks of the providers because of the use of the proposed mechanism. The global 

reputation data are protected against any malicious modification by the third party peer and are immune to any 

malicious modifications by their owner. The proposed protocol reduces the number of malicious transactions and 

consumes less bandwidth per transaction than the other reputation systems proposed in its category. It also handles the 

problem of highly erratic availability pattern of the peers in P2P networks.  
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